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Honorable Charles Schwertner, Chair        1 April 2025 

The Honorable Phil King, Vice Chair  

Senate Committee on Business & Commerce  

Texas Senate, Sam Houston Building, 370 

Austin TX 78711-2068 

 

Subject: SB 75 is a Pathway for Texas to Lead America in Electric Grid Resilience 

 

Dear Chairman Schwertner, Vice-Chair King and other members of the Committee: 

 

I am a retired U.S. Marine Lieutenant Colonel and currently serve as President and CEO of the 

nonprofit Center for Security Policy based in Washington D.C.  More information about our organization 

and our 10yr legacy of grid security advocacy in Texas is included on 

page 2.  

 

The Bad News: 

For more than ten years I’ve observed a consistent pattern 

where any legislative efforts (Federal and State) to address 

electromagnetic spectrum (EM) threats to the grid – such as intentional 

electromagnetic interference (IEMI), high altitude nuclear 

electromagnetic pulse (HEMP), and naturally occurring geomagnetic 

disturbances (GMD) from solar weather – consistently fail.  Yet, even 

if we can deter every human adversary from attacking our grid with 

EM spectrum weapons, there is a 100% chance that the ERCOT 

grid will fail catastrophically at some point in the future. This is due to 

the insufficient solar storm protection standard developed by NERC 

and adopted by FERC, which can be seen in the chart at right. Simply 

put, a strong solar storm such as the 1859 Carrington Event or a high 

altitude nuclear EMP attack will create harmful ground induced 

currents that will catastrophically ruin many transformers in the 

ERCOT grid.  

Ten years ago when we started advocating for GMD/EMP 

protection of ERCOT, production lead times for those transformers was 

about 18 months.  Now, lead times are up to 4-7 years.  

 Worse yet, there are new cyber and supply chain vulnerabilities that are immediate threats to 

ERCOT infrastructure and require immediate mitigation – and the attention of key leaders and 

stakeholders beyond just the electric utility companies.     

 

The Good News: 

New technological solutions have been developed and tested over the past decade that can 

protect your grid from the threats mentioned above.  

SB 75 creates a mechanism for Texas to invite the nation’s most authoritative experts on 

threats to the grid and America’s most innovative problem solvers to mitigate these threats.  

SB 75 algins with Governor Abbott’s GA-49, codifying into law a Commission that will 

produce lasting positive impact on critical infrastructure protection and it aligns well with the “all 

hazards” and a priority on electromagnetic spectrum threats in the Governor’s Executive Order.   
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SB 75 provides a mechanism for a the state to properly evaluate the protection standards 

established for critical infrastructures and to determine – as the state did following Winter Storm Uri – 

how best to enhance/improve those standards to properly protect the Texas grid and other life sustaining 

infrastructures. Texas created an effective and enforceable standard for cold weather protection much 

faster than the federal government’s NERC/FERC process and can do the same for other hazards. 

SB 75 provides an emphasis on addressing risks to nuclear power plants and spent nuclear 

fuel safety systems due to simultaneously loss of offsite and onsite power and/or a long term regional 

blackout – which would massively stress fuel delivery capabilities for back-up emergency diesel 

generators (EDGs). 

 SB 75 provides a mechanism for Commission members to make site visits to other 

communities and critical infrastructure sites around the nation where efforts have been made to 

harden infrastructures against EM threats and to develop all-hazards-resilient micro-grids. This creates an 

opportunity for the Commission to communicate these best practices to communities in Texas – which 

could help them enhance their own resilience.  

 The combination of SB 75 and GA-49 signals to the federal government that Texas is a 

worthy place to invest funding in new infrastructure build-out for critical manufacturing, data centers, 

and AI since they require protection of the electric grid needed to power those infrastructures.  

  

Background on the Center for Security Policy & Secure the Grid Coalition: 

 

The Center for Security Policy is a 501 (c) (3) organization under the IRS Code and one that 

receives NO funding from the government at any level, nor by the electric utility industry, or the various 

companies that do business protecting critical infrastructure.  Our educational corporation provides 

unbiased, fact-based research and analysis to policymakers at all levels of government as well as defense 

professionals, law enforcement, and citizens nationwide.   

Our Center sponsors and I manage the daily operations of the Secure The Grid Coalition – a 

broad group of national security experts working hard around the country to secure our nation’s most 

critical infrastructure – its electric grid – against ALL HAZARDS, including terrestrial destructive 

weather, physical attack, cyberattack, supply chain attack, electromagnetic pulse (EMP) and geomagnetic 

disturbances (GMD).   

I have personally been advocating for all-hazards protection of the ERCOT grid for ten years and 

five consecutive legislative sessions during which we have provided more than 100 hours of briefings and 

educational opportunities on matters pertaining to grid security to members of the Texas legislature, 

members of the executive branch (including the Governor and Lt.Gov.) leaders of ERCOT, and leaders of 

the Public Utility Commission (PUC). In short, we have invested more time and effort to encourage grid 

protection in the Lone Star state than any other. 

Our Secure the Grid Coalition is available and willing to assist a future Texas Grid Security 

Commission as established by this bill.  

 

If you have any questions, please don’t hesitate to contact me at: twaller@centerforsecuritypolicy.org       

 

Thank you very much.  

 

                    Semper Fidelis, 

 

   

                                                    Thomas J. Waller Jr.  

President & CEO 

Center for Security Policy 
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