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EXECUTIVE SUMMARY

If the Communist Party of China dominates the hardware and software of Artificial Intelligence, as it offi-
cially plans to do by 2030, it will succeed in relegating the United States to a second-rate power and worse.

The Trump Administration’s bold new strategy to keep America Al-dominant turbocharges the industry
here and among our allies and shows our commitment to keep our Al lead permanent.

However, an unconscionably weak counterintelligence defense against relentless GCP espionage, unre-
solved issues over Al and property rights threatening years of lawsuits at home, and the strategic threat the
CCP will present future generations of Americans and to Western civilization at large, show that the US
has not fully equipped itself to prevail over the Chinese challenge.

This report looks at some of the ramifications of CCP Al-dominance and offers policy suggestions to ad-

vance US interests further.
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INTRODUCTION
The stakes: A civilizational conflict

Artificial intelligence is the Cold War of the
twenty-first century — fought with code, chips,
and ideas rather than guns. Al policy is a civili-
zational contest: an open system protecting na-
tion, property, and personhood versus an
authoritarian model of state-controlled advance-
ment. Within that existential contest of civiliza-
tions is a bitter contest at home: Protecting
personal data and property rights while continu-
ing to advance quickly as the world’s permanent,
dominant Al superpower.

The sole — and imminent — threat to continued
American Al dominance is the People’s Repub-
lic of China. The AI dominance race will be won
or lost within five years. The threat is existential
to the future of the United States and the rest of
the world. This paper explains why. It assesses
the Al strategic plans of the Biden and Trump
administrations, and makes some policy recom-
mendations to enhance the Trump White House
strategy of 2025.

THE ISSUES
Why Al dominance matters

Al is a transformative technology with unimagi-
nable promises and dangers. We are going to fo-
cus on the dangers. Not the dangers of the
technology itself, but the dangers of that technol-
ogy being dominated by the wrong hands: The
People’s Republic of China.

We will use the term Chinese Communist Party,
or GCP, to refer to the Chinese government, and
Chinese companies operating under the laws of
the Chinese government. This specificity is to dif-
ferentiate the regime from Chinese people, and to
limit references to China only as they apply to the
ruling Party, under which all must obey.

Specifying CCP also shows care to use precise
language in defining the Al threat we face, as the
threat is entirely driven by the Party leadership
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for the Party’s strategic ends. It is a reminder that
the United States, as with the rest of the world, is
facing a predatory ideological threat with an en-
tirely different moral compass. Therefore, we will
refer only to the GCP.

The CCP 1s on the cusp of becoming the world’s
dominant Al superpower, without even the rather
flaccid moral constraints of Western Al compa-
nies, many of which have high stock valuations
because of their access or potential access to
CCP-controlled markets.

The China issue here is not transnational or
transactional, as with economic and technological
competition among normal nation-states. The
US has strong affinities and partnerships with
countries that are also its competitors, like Ger-
many, Japan, South Korea, and the Republic of
China on Taiwan.

Our reason for focusing on the CCP is due to the
Party’s totalitarian nature, global-hegemonic ide-
ology of ethnic Han Chinese superiority, extreme
nationalism, a constant search for lebensraum for
its population of 1.4 billion, and a constant sub-
version of, rather than competition with, the
United States and the rest of the world.

Instead of innovation, it systematically employs
theft and the full spectrum of intelligence trade-
craft to steal proprietary research, development
secrets, and other intellectual property.

Through its surveillance state and social credit
system at home, the CCP requires ever more so-
phisticated means of technological controls. To
become economically and geopolitically domi-
nant abroad, the CCP requires technological
dominance, and thus Al dominance.

Thus, when referring to China in this paper, we
refer not to Taiwan or Chinese people, but to the
CCP, its members, and all beholden to it.

Top leading American Al innovators disagree on
matters of philosophy, ethics, and policy, but —



despite many having huge financial interests in
China — they strongly agree that the CGCP must
never become Al dominant.

“It has long been an article of faith in the West
that innovation, especially in information tech-
nologies, can only be advanced by free individuals
operating in free societies, and that these ad-
vances inevitably enlarge individual freedoms,”
observed Google co-founder Eric Schmidt in a

joint article with Harvard’s Graham Allison in
2021. “But...”

as we are now seeing in social media, corpo-
rations and governments can employ these
technologies to manipulate minds and abuse
freedoms. China is demonstrating what is
possible with a powerful positive feedback
loop between its Party-led authoritarian op-
erating system on one hand and advances in
Al that strengthen central authority on the
other. The brute fact is that Al is a powerful
tool for autocratic control. Thus, from the
perspective of all who believe that human be-
ings are endowed with unalienable rights of
‘life, liberty, and the pursuit of happiness,’
and that democracy is the best way to ensure
those rights, China’s embrace of Al repre-

sents a marriage made in hell.!

Schmidt and Allison proposed an unspecified mu-
tual cooperation agreement with China to limit
AT’s advances. So did Elon Musk, a cofounder of
OpenAl who splitin a dispute over the company’s
direction. Not so long ago, Musk called for gov-

ernment regulation and oversight as an

1 Graham Allison and Eric Schmidt, “Is China Beating the U.S. to
Al Supremacy?” Project Syndicate, August 2020, accessed at
https://www.belfercenter.org/publication/china-beating-us-ai-su-
premacy

2 Clare Duffy and Ramishah Maruf, “Elon Musk warns Al could
cause ‘civilization destruction’ even as he invests in it,” CNN,
April 17, 2023, accessed at: https://edi-
tion.cnn.com/2023/04/17 /tech/elon-musk-ai-warning-tucker-
carlson

3 Marco Quiroz-Gutierrez, “Elon Musk says there’s a 10% to
20% chance that Al ‘goes bad,” even while he raises billions for

“unpleasant but necessary” moral duty. Al, he
warned in 2023, “has the potential for civilization
destruction.” He and others called for a six-
month pause in Al development to consider how
the technology could get out of control.2 Musk
said in 2024, “I think Al is a significant existential
threat and something we should be paying close

attention to.”3

Later, when faced with the CCP’s rapid advances
and a new presidential administration to keep the
US Al-dominant, Musk changed his approach to
help win the global Al race “for the benefit of the
country.”*

THE Al SUPPLY CHAIN
Rare earths to robots: The CCP’s chokehold

Al dominance depends on dominance in the pro-
duction or control of the supply chain to manu-
facture advanced electronic components. At the
base of the supply chain are rare earth elements
or REEs, the 17 metallic elements containing
magnetic, optical, and thermal properties that
have no substitutes.

The CCP has a near-monopoly on REEs. It con-
trols between 60 and 70 percent of the world’s
REE mining, and 90 percent of the world’s REE
refining. The US, which mines about 15 percent
of the world’s REEs, depends on the CCP for
most of the refining.

REEs are essential to practically every major part
of Al hardware technology: Semiconductors,

his own startup xAl,” Fortune, via Yahoo Finance, October 30,
2024, accessed at: https://finance.yahoo.com/news/elon-musk-
says-10-20-163505059.html

4 Andrew Mark Miller, “Trump admin reunites with Elon Musk in
pursuit of Al dominance: ‘Benefit of the country,” Fox News,
September 25, 2025, accessed at:
https://www.foxnews.com/politics/trump-admin-reunites-with-
elon-musk-in-pursuit-ai-dominance-benefit-of-country

5 Daniel J. Cordier, “Rare Earths,” United States Geological Sur-
vey, accessed at: https://pubs.usgs.gov/periodi-
cals/mcs2025/mcs2025-rare-earths.pdf
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microchips, microprocessors, manufacturing sys-
tems, data centers, and autonomous machines
and robotics. Starting in 2024, the CCP began re-
stricting its REE supplies to the West.

Looking at each part of the Al supply and pro-
duction chain, we see the mortal danger that the
CCP presents by cornering the world’s raw mate-
rial supply and refinement of REEs.

Semiconductors are advanced materials with a
controllable ability to conduct or insulate electric-
ity. Semiconductors enable Al chips and acceler-
ators by providing the physical platform for high-
speed, parallel computation, efficient power use,
and large-scale handling required by machine
learning and deep learning.® The most advanced

semiconductor production is located in Taiwan.

Semiconductors are the essential material foun-
dation for processors, the functional electronic
devices which execute Al’s deep learning algo-
rithms.

REEs are crucial to Al data centers for the per-
manent magnets in server cooling systems, power
regulation and supplies, hard disk drive motors,
fiber optic communications systems to amplify
optical signals between and among servers.

Al-powered autonomous machines, drones, and
robotics cannot exist without exotic high-strength
magnetic components made from REEs. Sensors,
lasers and optical displays, high-torque electric
motors, and other optical systems likewise cannot
be made without rare earth elements. The same

is true for manufacturing processors that require

6 “What are Al Semiconductors? Power Problems in Data Cen-
ters and Game-Changing Technology,” Rapidus, July 11, 2025,
accessed at: https://www.rapidus.inc/en/tech/te0003/

7 “China expands rare earths restrictions, targets defense and
chip users,” Reuters, October 10, 2025, accessed at:
https://www.reuters.com/world/china/china-tightens-rare-earth-
export-controls-2025-10-09/

8 Gennaro Cuofano, “This Week In Business: Al's Rare Earth
Problem,” 7he Business Engineer, October 12, 2025, accessed
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high-precision lasers for wafer cutting, metrology,
and machine vision. On top of that, the future

hardware for quantum computing will rely on

REEs.

As it caught up to the United States in Al domi-
nance, the CCP, in 2024, began restricting the
supply of REEs to Western manufacturers to con-
trol and restrict the supply chain. It tightened
those restrictions in October, 2025,7 exposing
what The Business Engineer called “the most hidden
and yet most critical chokepoints of the Al supply
chain.” Through these restrictions, the CCP has
ruled that western companies selling goods with
rare-earth materials sourced from China must
seek CCP permission if those REEs account for
0.1 percent or more of the value of the product.8

CHINESE COMMUNIST PARTY GOAL:
TOTAL DOMINATION BY 2030

Beijing’s endgame after successive five-year
plans

The Party has repeatedly stated its strategic goals
in a succession of economic five-year plans. In its
134 Five Year Plan, for 2016-2020, the CCP de-
fined Al as a “strategic emerging industry.” The
Al strategy formally began with its State Council
plan of 2017, titled “New Generation of Artificial
Intelligence Development Plan.”® That marked
the official public turning point for the CCP’s of-
ficial top-down commitment for global Al domi-
nance. In its 144 Five Year Plan, for 2021-25, the
CCP elevated Al development to a central strate-
gic priority, for global dominance by 2030.10 It

at: https://businessengineer.ai/p/this-week-in-ai-business-ais-
rare

2 “Notice of the State Council Issuing the New Generation of Arti-
ficial Intelligence Plan,” State Council Document No. 35, July 8,
2017. English translation accessed at: https:/flia.org/wp-con-
tent/uploads/2017/07/A-New-Generation-of-Artificial-Intelli-
gence-Development-Plan-1.pdf

10 Anna Jiao, “China’s Al Strategy: Policy, Regulation & Global
Impact in 2025,” AshleyDudarenok.com, August 24, 2025, ac-
cessed at: https://ashleydudarenok.com/china-ai-strateqgy/
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also identified Al and quantum information as
“frontier technologies” wvital to the Party’s
power.!!

The CCP Central Committee plenum, at the
time of this writing, is underway to draft the five-
year plan for 2026-2030.12 Where the previous
five-year plan stressed massive and rapid infra-
structure development at home, the follow-on
plan is to stress self-sufficient technological domi-
nance. This coincides with Xi Jinping’s previously
stated goal of becoming Al-dominant by 2030.13
This dominance requires self-reliance in micro-
processor manufacturing, fourth generation nu-
clear reactors, systematic technology theft, and
the political and psychological means to keep the
United States at bay.

In 2013 the CCP launched a physical overland
and maritime Belt-and-Road global infrastruc-
ture for the Party’s emerging neo-mercantilist
trading system.!'* Two vyears later the Party
launched its Digital Silk Road to export its own
digital infrastructure, standards, and technologies
to project its technological dominance to over 140
countries. The Digital Silk Road is the CCP’s dig-
ital imperialism program that combines the hard
infrastructures of Chinese physical networks with
the soft infrastructure of apps, standards, and ser-
vices.

Dudarenok is a Russia-born naturalized citizen of the People’s
Republic of China.

11 Mu-ming Poo, “Innovation and reform: China's 14t Five-Year
Plan unfolds,” National Science Review, January 15, 2020, ac-
cessed at: https://pmc.ncbi.nlm.nih.gov/articles/PMC8288311/
12 Jamie Davies and Jianli Yang, “China’s Next Five-Year Plan Will
Bet on Technology at Home and Abroad, 7%e Djplomat, October
16, 2025, accessed at: https://thediplomat.com/2025/10/chi-
nas-next-five-year-plan-will-bet-on-technology-at-home-and-
abroad/

13 “China’s National Al Strategy,” Global Institute for National Ca-
pability, July 2025, accessed at: https://www.ginc.org/chinas-na-
tional-ai-strategy/

14 The CCP’s original name for the Belt and Road Initiative (BRI)
was “One Belt, One Road.”

AS THE CCP ACCELERATED, THE WEST
TIED ITS OWN HANDS
How the West slowed itself

The people of free societies spent years develop-
ing international rules of the road for Al develop-
ment, along the lines of Cold War-era arms
control. While China launched “Made in China
2025,” a 10-year strategy starting in 2015 to ac-
celerate Chinese Al development, the European
Union threw up roadblocks and censorship to the
detriment of its own Al industry.

By 2021, the CCP drew well ahead of the United
States in areas of financial tech, facial recognition,
speech tech, Al-enhanced drones, and hard 5G
infrastructure.!> In the interim, the CCP imple-
mented a 2015 National Security Law that re-
quires People’s Republic of China citizens to
collaborate with the Party on all “matters of na-
tional security,”!6 and a 2017 National Intelli-
gence Law to compel PRC “organizations and
citizens” to “support, assist, and cooperate with
national intelligence efforts” and “protect na-

tional intelligence work” domestically and
abroad.!”

Rather than rise to this strategic challenge, the
Biden Administration issued regulations and po-
litical mandates that slowed down American Al
development. It required an Al Bill of Rights to
prevent “discrimination.” In 2023, it issued

15 Graham Allison and Eric Schmidt, “Is China Beating the U.S. to
Al Supremacy? Belfer Center Project Syndicate paper, 2021, ac-
cessed at: https://www.belfercenter.org/publication/china-beat-
ing-us-ai-supremacy

16 “National Security Law of the People’s Republic of China,”
Passed at the 15t Meeting of the 12t National People’s Con-
gress Standing Committee, July 1, 2015, translation published
by China Law Translate, accessed at: https://www.chinalawtrans-
late.com/en/2015nsl/#gsc.tab=0.

17 National Intelligence Law of the People’s Republic of China,
adopted June 27, 2017, amended and effective April 27, 2018,
translation published by China Law Translate, accessed at:
https://www.chinalawtranslate.com/en/national-intelligence-law-
of-the-p-r-c-2017/#qgsc.tab=0
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Executive Order 14110 which, among other
things, called for a “society-wide effort that in-
cludes government, the private sector, academia,
and civil society” and a “coordinated, Federal
Government-wide approach” to mitigate Al
risks.!8 Among its eight principles, the executive
order imposed inhibitors to American Al devel-
opment in ways the CCP could only find benefi-
cial:

e Safety measures to test and evaluate Al to
“help ensure that Al systems function as in-
tended, are resilient against misuse or danger-
ous modifications, are ethically developed
and operated in a secure manner, and are
compliant and applicable with Federal laws
and policies.”

e Unionization of Al development and deploy-
ment. “As Al creates new jobs and industries,
all workers need a seat at the table, including
through collective bargaining, to ensure that
they benefit from these opportunities.”

e DEI requirements. Diversity, equity, and in-
clusion are interspersed throughout the exec-
utive order.

e Federal government leadership. “The Fed-
eral Government should lead the way to
global societal, economic, and technological
progress, as the United States has in previous
eras of disruptive innovation and change,”
the executive order says, stressing centralized
leadership that cannot compete with that of

the GCP.

The Biden executive order revived the Truman-
era Defense Production Act of 1950 to track

18 President Joseph R. Biden, Jr., “Executive Order on the Safe,
Secure, and Trustworthy Development and Use of Artificial Intelli-
gence” (Executive Order 14110), The White House, October 30,
2023. https://bidenwhitehouse.archives.qov/briefing-room/pres-
idential-actions/2023/10/30/executive-order-on-the-safe-se-
cure-and-trustworthy-development-and-use-of-artificial-
intelligence/

19 Mohar Chatterjee, “White House offers a new strategy for Al —
and picks new fights,” Politico, October 30, 2023, accessed at:

CENTER FOR SECURITY POLICY

companies developing the most sophisticated Al.
It threw up what Senator Ted Cruz called “bar-
riers to Innovation disguised as security
measures” through “bureaucratic processes and
mandates for wokeness that undermine exactly
what Al technologies promise to do: create effi-
ciencies, spur economic growth, and improve our

lives.”19

It was too late. The European Union, an eco-
nomic competitor made up mostly of NATO mil-
itary allies, abdicated any prospects for Al
leadership in innovation and standards by over-
regulating the industry. That left only one other
potential peer competitor: The CCP. By 2025,
the CCP had caught up sufficiently to begin set-
ting the rules of the road around the world.

The Biden administration unleashed massive
regulatory overreach on the American semicon-
ductor industry—a move that potentially
slowed U.S. leadership in Al and handed the
CCP the keys to the future. That policy, devel-
oped in the final days of the administration, rep-
resented a monumental step toward giving the
CCP its coveted Al advantage.

Less than a week before Biden left office and
with no consultation with the industry, his ad-
ministration quietly imposed a 168-page rule in
the form ofan “Interim Final Rule.” There
would be only one net beneficiary: the CCP.
The plan, published by the Department of
Commerce, was a “Framework for Artificial In-
telligence Diffusion.”?0 The framework would
have caused a full government takeover of the
Al industry, using obsolete laws to impose re-
strictions on the American semiconductor in-
dustry.

https://www.politico.com/news/2023/10/30/biden-ai-tech-in-
dustry-policy-00124185

2 “Framework for Artificial Intelligence Diffusion,” Department of
Commerce, Bureau of Industry and Security, January 15, 2025,
accessed at: https://www.federalregister.qov/docu-
ments/2025/01/15/2025-00636/framework-for-artificial-intelli-

gence-diffusion
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Meanwhile, under its Five Year Plans, CCP
tech giants — Huawei, Tencent, Alibaba, SMIC,
and more — charged ahead.

The Biden plan also invoked the Defense Pro-
duction Act for the government to compel pri-
vate companies to surrender their proprietary
tech secrets to the government. This was a vio-
lation of intellectual property rights that further
would have chilled innovation and handed an-
other default win to the CCP. Had this plan suc-
ceeded, the next generation of Al centers,
instead of being American-built, would have
been built by CCP companies.

WHAT CCP Al DOMINANCE MIGHT
LOOK LIKE

Chinese Communist Party dominance in Al
would be the most devasting blow to American
national security in history. Advanced military
weapons systems are but a fraction of the United
States’ vulnerabilities should the nation lose dom-
inance of Al. Unlike early Cold War-era Soviet
dominance in space, or later Cold-War Soviet
dominance in nuclear weapons systems, the
United States would not be able to recover from
CCP dominance in artificial intelligence.

What would CCP dominance in Al look like in
the not-too-distant future? First, let us expect that
the United States will remove the shackles that
prevent it from advancing further ahead in Al
dominance. For the sake of argument, though,
let’s look at what the world could be like if the
Chinese Communist Party becomes Al domi-

nant.

Manufacturing dominance: Factories on
Beijing’s terms. As we have seen above, Al
dominance requires unfettered access to the basic
raw materials needed to manufacture the compo-

nents of the hardware to operate Al systems. The

21 Aleksandra Kubat, “Morality as Legitimacy Under Xi Jinping:
the Political Functionality of Traditional Culture for the Chinese
Communist Party,” Journal of Current Chinese Affairs, Vol. 47,

Soviets had no monopoly on the components to
dominate space or the development of strategic
nuclear weapons and their delivery systems.

The CCP, on the other hand, has overwhelming
dominance of the mining and refinement of rare
earth elements on which Al technology depends.
An anticipated invasion of Taiwan would give the
CCP dominance of the world’s most advanced
semiconductor manufacturing. We should expect
the CGCP to exercise its monopoly powers either
to choke Western Al tech manufacturers to bow
to its diktats, or squeeze off the West completely.

Ethical dominance: Ethics, logic, and
truth, CCP-style. Actual design of Al algo-
rithms and training, under CCP dominance,
would pull off the thin safety boundaries that
presently constrain Al from speeding out of con-
trol. Technologies are developed according to
certain ethical standards, and the United States,
Europe, and Japan have dominated those stand-
ards for the entire electronic age. For all their
flaws, Western ethical standards in Al have main-
tained parameters and guardrails to limit many
abuses and impose a degree of control over Al
and what it can do. The technology is moving so
rapidly that ethics can barely keep pace.

It would be unpleasant to imagine, then, if the
CCP breaks out and dominates Al, it will ulti-
mately dominate international standards. This is
an ethical issue of historic proportions.

Here is why: The CCP frames all moral issues
within its changing ideological confines. Ethics
are an instrument of political hegemony, legiti-
macy, and moral authority, with the Party as the
moral vanguard of Chinese society.?! This ethics
worldview is unconstrained by the sense of right
and wrong in the weakened but still Judeo-Chris-
tian-based Western world. The CCP views ethics

Issue 3, December 1, 2018, accessed at: https://jour-
nals.sagepub.com/doi/full/10.1177/186810261804700303
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as a political and moral framework rooted in
Marxist-Leninist ideology. Ethics concerning the
Party are constructed to maintain ideological pu-
rity, discipline, and legitimacy as the Party lead-
ership requires, and are not based in a
transcendent or immutable moral philosophy.

China’s one-party culture knows little of valuing
privacy and acquiesced long ago to regime intru-
sion. Confucianism, which the CCP has hijacked
and incorporated into its governing ideology,
places less emphasis on individual rights and pri-
vacy compared to Western philosophies, focusing
instead on social harmony and collective well-be-
ing. The Party defines harmony and collective
well-being as anything that suits the needs and
ends of the Party.

Xi Jinping expanded on the party’s existing
“Core Socialist Values” as the ethical code for all
of Chinese society in public and private. Xi also
blended elements of Confucian-based traditional
Chinese virtues which what he calls “Communist

morality” to counter Western individualism.?2

All companies in China are required by law to
collaborate with the Gommunist Party and its se-
curity and military organs. The regime fast-tracks
whatever will benefit the Party. Property rights
are nonexistent, as is litigation against Party inter-
ests, let alone an independent judiciary. The CCP
uses foreign legal systems, including those of the
United States, as a method of warfare, or

22 “The Chinese Communist Party Standards on Integrity and
Self Discipline,” Central Committee of the Communist Party of
China, October 21, 2015, originally published on Xinhuanet.com,
trans. in Chinalawtranslate.com, October 22, 2015, accessed at:
https://www.chinalawtranslate.com/en/The-Chinese-Communist-
Party-Standards-on-Integrity-and-Self-Discipline/

23 “House Judiciary subcommittee hearing examines alleged Chi-
nese ‘Lawfare,’ debates disclosure and reciprocity measures,”
Citizen Portal, July 22, 2025, accessed at: https://citizenpor-
tal.ai/articles/6481205/House-Judiciary-subcommittee-hearing-
examines-alleged-Chinese-lawfare-debates-disclosure-and-reci-
procity-measures.

24 Qiao Liang and Wang Xiangsui, “Unrestricted Warfare” (Bei-
jing: PLA Literature and Arts Publishing House, February 1999),
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lawfare.23 In their pivotal book Unrestricted War-
fare, published in 1999, two PLA senior colonels
wrote of using foreign laws as modes of what they
called “non-military warfare actions.”?¢ Charles
Dunlap, the American military officer who popu-
larized the term in 2001, defined lawfare as “the
use of law as a weapon of war”?5 and as “the strat-
egy of using — or misusing — law as a substitute for
traditional military means to achieve an opera-
tional objective.”26 The CCP does not permit in-
dependent people or foreigners to use its legal
system for lawfare.

The primacy of the Party, determined by the men
at the top, defines the ethics, which are subject to
change at any given time. As the CCP has
demonstrated officially in each of its five-year
plans, political consolidation, political control,
and geopolitical expansion are the drivers of the
Party ethic. Therefore, Al under CCP dominance
will exist to protect and to serve the CCP. The
only likely guardrails the CCP will impose on Al
is to ensure that Al never defies the Party.

World technology standards dominance:
Standards are set by the Party. The devel-
opment of technology and Al as a top Party pri-
ority; the size of China’s population and domestic
market; the ability of CCP-supported companies
to undercut their international competitors in
terms of speed, production, and world market
share; and the self-constraints that Western coun-
tries have imposed upon themselves mean that,

unofficial English translation accessed at:
https://www.c4i.org/unrestricted.pdf

25 Colonel Charles J. Dunlap, Jr., USAF, “Law and Military Inter-
ventions: Preserving Humanitarian Values in 21st Conflicts,” pre-
sented at Humanitarian Challenges in Military Intervention
Conference, Carr Center for Human Rights Policy, Kennedy
School of Government, Harvard University, Washington, DC, No-
vember 29, 2001, accessed at: https://peo-
ple.duke.edu/~pfeaver/dunlap.pdf.

2% Maj. Gen. Charles J. Dunlap, Jr., USAF, “Lawfare: A Decisive El-
ement of 21st Century Conflicts?” Joint Forces Quarteriy, |ssue
54, 31 Quarter, 2009, p. 35, accessed at: https://scholar-
ship.law.duke.edu/cqi/viewcontent.cqgi?article=6034&con-
text=faculty _scholarship



https://www.chinalawtranslate.com/en/The-Chinese-Communist-Party-Standards-on-Integrity-and-Self-Discipline/
https://www.chinalawtranslate.com/en/The-Chinese-Communist-Party-Standards-on-Integrity-and-Self-Discipline/
https://citizenportal.ai/articles/6481205/House-Judiciary-subcommittee-hearing-examines-alleged-Chinese-lawfare-debates-disclosure-and-reciprocity-measures
https://citizenportal.ai/articles/6481205/House-Judiciary-subcommittee-hearing-examines-alleged-Chinese-lawfare-debates-disclosure-and-reciprocity-measures
https://citizenportal.ai/articles/6481205/House-Judiciary-subcommittee-hearing-examines-alleged-Chinese-lawfare-debates-disclosure-and-reciprocity-measures
https://citizenportal.ai/articles/6481205/House-Judiciary-subcommittee-hearing-examines-alleged-Chinese-lawfare-debates-disclosure-and-reciprocity-measures
https://www.c4i.org/unrestricted.pdf
https://people.duke.edu/~pfeaver/dunlap.pdf
https://people.duke.edu/~pfeaver/dunlap.pdf
https://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=6034&context=faculty_scholarship
https://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=6034&context=faculty_scholarship
https://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=6034&context=faculty_scholarship

with the domestic growth and international pro-
liferation of inexpensive, high-quality Al technol-
ogy, an unchecked China will dominate
worldwide Al standards. American and other
Western companies will be pressured or com-
pelled to adapt their technologies to those devel-
oped under the CCP’s sponsorship instead of the
other way around. The CCP may be positioning
itself to dictate technology standards worldwide.

Technological dominance: Innovation
must comply with the standards. It is no
leap of logic to anticipate, then, that CCP domi-
nance in Al ethics and standards will lead to over-
all CCP technological dominance. The Party has
developed a means to drive Western competitors
out of business, while acquiring both startup and
established technology and Al companies in Ger-
many, the US, and elsewhere. The strategy, from
rare-earth materials to basic necessities like vita-
mins and pharmaceuticals, to Al is simple: Dom-
inate entire core markets and international
market shares, then drive competitors out of the
market. If the CCP can flood the world market
with inexpensive, high-quality Al and Al-pow-
ered products and services, it can drive critical
American companies out of business.

Economic and commercial dominance:
Global markets by CCP rules. With CCP Al
domination, the Party can shift global market
leadership to allow favored companies to set
across-the-board industry benchmarks and out-
compete American companies in price, scale, and
integration of intelligent solutions. This includes
mass data collection, user profiling, predictive
technologies, exploitation of insider information,
and accelerated industrial and economic espio-
nage.

27 Jane McCallion, “’Rabbits sometimes make mistakes or grow
lazy. That's when the tortoise seizes its chance’: Chinese scien-
tists make nuclear power breakthrough using abandoned US re-
search,” Livescience.com, April 29, 2025, accessed at:
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Energy dominance: Who will have the op-
timal power grid? China has aggressively de-
veloped advanced nuclear reactor designs, many
of which the United States invented in the 20t
century but abandoned or deprioritized in favor
of uranium-based light water reactors. Regula-
tory hurdles and cost overruns were the main
non-technical factors that caused the US all but
to abandon these economical designs, as well as
the US decision to use commercial reactors to

produce plutonium for nuclear weapons.

The CCP leveraged declassified American re-
search documents to speed development of pro-
totype and commercial-scale reactors of
Generation IV technologies — cheaper, safer,
smaller, more efficient, waste-reducing reactors.
These include molten salt reactors that use
cheaper and more abundant thorium fuel, and
are safer because they dissolve nuclear fuel and
physically cannot melt down. The CCP has been
developing these reactors since the US declassi-
fied its research in the 1970s, and made its first
thorium reactor operational in 2024. Not only is
China well ahead of the US in the commercial
development of thorium reactors, it has enough
thorium reserves to power the country for 60,000
years.?’

The CCP is also building Sodium-Cooled Fast
Reactors, known as “breeder reactors” that the
US invented but abandoned in 1994 due to wor-
ries about proliferation, high cost, and political
pressure away from reactors that breed more fuel
than they consume. China will be ready to build
them for commercial markets within the next dec-
ade. The United States has canceled its breeder
reactor program.

A third type, the American-invented High-Tem-
perature Gas-Cooled Reactor, is also physically

https://www.livescience.com/technology/engineering/chinese-
scientists-make-nuclear-power-breakthrough-using-abandoned-
us-research
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meltdown-resistant. The US scrapped the reactor
program in the 1970s after building only two re-
actors, with the last plant decommissioned in
1989. The CCP took the American plans, im-
proved them, and made the first reactor opera-
tional in 2023.

The race for fusion nuclear energy is up for grabs,
but the CCP dominates the supply chain to build
such reactor technology once perfected.

The other matter is the state of the national elec-
tric grids themselves: The systems for transform-
ing and distributing the generated power. The
CCP has speedily been building an ultra-modern
power grid across China. The American power
grid is older, with built-in vulnerabilities to solar
anomalies, sabotage, and CCP-made compo-
nents.28

In a few years, these next-generation nuclear re-
actors will provide China with all the energy it
needs to run the world’s largest Al data centers.

Surveillance dominance: Eyes and ears
everywhere, worldwide. The CCP has built
the world’s largest surveillance state. Its political
and security ethos is that of a counterintelligence
state, in which every individual is a potential en-
emy. Worldwide, the CCP is the largest volume
supplier of electronic surveillance equipment.
The CCP’s social credit system to monitor and
control individual behavior, and to reward the
obedient and punish the non-compliant individ-
ual, is becoming more mainstream in free socie-

ties.

Elements of the social credit system have become
reality in parts of Europe and were almost intro-
duced in the United States during the Covid-19
pandemic. Critics have raised valid concerns that
Digital ID will be used in Western free societies,

28 The Center for Security Policy has a standing program on se-
curing the grid from solar weather and human sabotage or
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including the United States, as a form of citizen

survelillance and social credit enforcement.

By mainstreaming the surveillance of all citizens
in a world of CCP-dominated Al —in which tech-
nological and manufacturing standards are under
CCP dominance and the ethics of Al also fall un-
der dominance of the CCP — the United States
faces a bleak future and perhaps no future at all.

Social dominance: Social credits, Ameri-
can edition. During the Covid pandemic,
Americans began to adopt digital ID and what
appeared to be CGCP-style social credit scoring to
enforce compliance with government mandates.
Some localities, including Washington, DC, de-
veloped apps for users to show whether or not
they had received vaccines. Uneven development
and public opposition prevented an American so-
cial credit systems from taking root.

Suspicions about government’s handling of the
health crisis — and government abuses of power in
censorship and voting — so far have made social
credit systems in the US seem alien.

However, that might be a false sense of security.
A necessary element of social credit systems is the
digital ID, an electronic or mobile-based version
of government-issued identification such as
driver’s licenses.

In the US, adoption of digital ID varies by state.
However, the REAL ID Modernization Act of
2020 requires state- or federally issued REAL ID-
compliant digital credentials for anyone seeking
to travel interstate by commercial aircraft. This
law is part of other federal efforts aimed at stand-
ardizing “secure” digital ID for banking and
other services. For years, private companies have
scanned and stored the coded information on
driver’s licenses for entry into buildings, staying at
hotels, or even purchasing alcohol. Patronscan is
a biometric scan used nationwide to scan the IDs

attack. See its “Infrastructure Security,” accessed at:
https://centerforsecuritypolicy.org/infrastructure-security/.
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of customers to ban “objectionable” ones from

bars and restaurants.

These practices will expand as the public accepts
or submits to digital ID. Public opinion on digital
ID is mixed, but 18-to-29 year-olds overwhelm-
ingly favor digital ID for its convenience. The
trend toward government/private centralization
and the increased acceptance among younger
Americans can be interpreted several ways, but
for our purposes we must consider the opportuni-
ties for the CCP if it becomes Al dominant.

Social credit systems inevitably follow acceptance
of digital ID. The United Kingdom, some EU
countries, Japan, and South Korea are experi-
menting with their own digital ID and social
credit systems, with the British embedding it in its
national health service. While social credit scor-
ing might seem nonexistent in the US, it already
exists in fragmented, often benign-looking form.
Merchants use loyalty points that monitor spend-
ing, physical activity, and habits to reward certain
behavior. Presently, these features are voluntary,
but with digital ID and more widespread use of
digital wallets, they can be required.

Some companies have scored their customers’ be-
havior, social media activity, reviews, and DEI
and ESG factors, usually for risk assessment, rep-
utation, or compliance. Uber, Airbnb, eBay, Fa-
cebook/Meta, and others rate customers to
restrict access, increase fees, or hinder normal
commercial activity. They encourage, and some
even require, users to upload images of their faces
as a step in normalizing the collection of bio-
metric data.

Upstart, Merrill Lynch/Bank of America, and
BlackRock have social credit systems to deny
loans, raise rates and fees, or restrict services.
American Kabbage

Express’s analyzes

29 “Atomic Education Urged by Einstein,” New York Times, May
21, 1946. Accessed at:
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customers’ social media activity and connections
to deny funding or raise rates for low “trust” indi-
cators. Lexis/Nexis creates risk profiles of people
for the housing and insurance industries. Cities
like Chicago have developed predictive policing,
with others following.

Were the CCP to dominate Al, one would expect
to see, social credit scoring of individual Ameri-
cans from which there would be no escape. Even
if the federal government were not to adopt social
credit scores, individual states, cities, companies,
banks, e-commerce companies, universities, and
economic or professional sectors are all but cer-

tain to continue.

Psychological dominance: Shanghai-ing
the American mind. Even in the best of cir-
cumstances, Al threatens the psychological well-
being of humanity, creating both difficulties in
comprehension of reality, fact, and truth; and
greater opportunities toward understanding
them.

Contemplating the fate of humanity, Albert Ein-
stein warned in 1946 that “the unleashed power
of the atom has changed everything save our
modes of thinking, and thus we drift toward un-
paralleled catastrophe.”?® Now, Al has begun to
change our modes of thinking. It builds on the
constant nudging of social media and e-com-
merce to submit to each incremental control. As
the embarrassing images that Google’s Gemini
created of black Nazis, and most conversational
Al shows more subtly in its interaction with users,
Al training in the United States is profoundly bi-
ased leftward.

Should China control the leading Al models, the
CCP’s worldview, censorship policies, and social
engineering mechanisms will become embedded
in worldwide digital ecosystems.

https://timesmachine.ny-
times.com/timesmachine/1946/05/25/100998236.html|?page-
Number=11
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Conversational Al would allow psychological ma-
nipulation of individual users and demographic
groups. Especially as conversational Al becomes
a reliable companion and even personal confi-
dant in the humanlike give-and-take between user
and machine, and the “best friend” of antisocial
or mentally ill citizens. Presently, Chinese chat-
bots have little reach inside the US along the lines
of Grok or ChatGPT, but China’s DeepSeek,
with its low price, is now embedded into smaller
social media outlets like Gab.

Psychological effects will include the subtle nor-
malization of authoritarian worldviews and val-
ues. This will be done, as some private companies
have already been doing, through data manipu-
lation, mass-based disinformation and distortion.
These and other methods the corrode public dis-
course and erode individuals’ sense of self-worth.
They can deploy targeted or mass demoralization
and malaise, stoke resentment and anger. All this
and more already tear apart social cohesion and
civil liberties in free societies. We see how this has
already happened on social media even without
Al or CCP involvement.

Al-driven disinformation and disruption cam-
paigns could be tailored to specific audiences and
individual users, from those who keep the lights
on and the infrastructure humming to military
and intelligence personnel, judges, politicians,
and political leaders.

Intelligence dominance: Knowing you bet-
ter than you know them or yourself. The
United States maintains its security with a robust
foreign intelligence capability abroad. The CCP
has a formidable foreign intelligence capability,
and an equally powerful internal security and
counterintelligence system. Al is vital for intelli-
gence tasking, collection, analysis, and covert ac-
tion. The country that dominates Al in general
will dominate Al in intelligence.

When one compares the CCP’s deep espionage
reach into the United States and America’s weak
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counterintelligence capability on the one hand,
with the weak American intelligence penetration
into the CCP, which has a powerful counterintel-
ligence capability on the other, the CCP already
might have intelligence dominance.

Powered by Al, Chinese intelligence will be able
to speed up tasking of what intelligence should be
collected, accelerate and geometrically expand
the actual collection of intelligence, machine-an-
alyze what is collected, and provide actionable in-
formation to CCP decisionmakers more rapidly
than ever.

The only real slowdown within the CCP is the hu-
man side, where decisions tend to take a long time
to develop and a fear of those higher up the party
hierarchy.

However, Al can mitigate that, too, by making
the party line clear in all respects and creating al-
gorithms and training to correspond with the
party line as it changes. The CCP’s hostility to
Western values, its lack of moral guardrails, and
its lack of external oversight in terms of separation
of powers will empower CCP intelligence opera-
tions far more comprehensively and rapidly than
the measured pace of the United States, placing
America at a permanent disadvantage.

Military dominance: Supersoldiers and
swarm wars. Whichever power has Al intelli-
gence dominance will have AI military domi-
nance. Intelligence can win wars over sheer mass
and firepower. This is a timeless maxim dating

2,500 years ago to ancient Chinese General Sun
Tzu.

The CCP has accelerated military technology de-
velopment through its dual-use military-civil eco-
system. This ecosystem, mandated through the
Military-Civil Fusion policy, blurs the lines be-
tween commercial tech innovation and military
applications. Civilian companies and universities
directly contribute R&D in Al, chipmaking, and
robotics to accelerate PLA modernization beyond
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the bureaucratic pace typical of western defense
contractors and sometimes outpacing America’s
bureaucratic acquisition cycles.30

Congress has raised deep concerns about how the
CCP deploys People’s Republic of China nation-
als in the United States — students, researchers,
engineers, and others — to commit espionage at
cutting edge R&D institutions and in industry.3!

George Washington seldom defeated the British
on the American Revolution battlefield but, as is
often said, he out-spied them. In a similar manner
CCP dominance of Al will allow Beijing to out-
spy the United States (which it is already doing by
orders of magnitude against us) and use those in-
telligence collection, analysis, and operational ca-
pabilities to power the People’s Liberation Army’s
presently inferior military capabilities.

Official GCP statements and military literature
show that Beijing seeks not to match the US
weapon for weapon, as was generally the case be-
tween the US and USSR, but to exploit our na-
tional weaknesses.

The CCP’s evolving “multidomain precision war-
fare” doctrine calls for using Al to identify and
exploit weaknesses in America’s networks, logis-
tics, and electronic systems32 — the satellites, com-

munications links, power generation and

30 Sam Bresnick and Cole McFaul, “Civilian Tech is Powering
China’s Military,” Center for Security and Emerging Technology,
Georgetown University, October 7, 2025, accessed at:
https://cset.georgetown.edu/article/civilian-tech-is-powering-chi-
nas-military/; and Cole McFaul, Sam Bresnick, and Daniel Chou,
“Pulling Back the Curtain on China’s Military-Civil Fusion: How
the PLA Mobilizes Civilian Al for Strategic Advantage, Center for
Security and Emerging Technology, Georgetown University, Sep-
tember 2025, accessed at: https://cset.georgetown.edu/publi-
cation/pulling-back-the-curtain-on-chinas-military-civil-fusion/

31 Christian Olaniran, “Congress requests info on Chinese stu-
dents at the University of Maryland over potential security con-
cerns,” CBS News, March 26, 2025, accessed at:
https://www.cbsnews.com/baltimore/news/university-of-mary-
land-chinese-students-security-congress/

14

distribution nodes, supply chains, and so forth —

as well as the human domain.

If we look strictly at Al in military combat, the
CCP is far ahead of the US in Al-powered drones
and humanoid combat robotics.?? (See the appen-
dix of this report for a snapshot of how the CCP
1s using Al to develop an army of humanoid com-
bat robots.)

CCP advancements in Al will challenge the US
across all domains, spanning autonomous weap-
ons, high-speed battlespace decision making, and
deep integration of civilian innovation into the
People’s Liberation Army (PLA) arsenal. Others
have mapped out the military domains in ques-
tion,3* so we will focus on only a few possible sit-

uations.

Al accelerates the OODA Loop — observe, orient,
decide, act — to enable the PLA to anticipate, de-
tect, target, and respond to threats faster than the
United States and its allies, gaining operational
edges — especially where US forces are thinned to
confront multiple conflicts.

The CCP has mastered technology to deploy as
drones, robotic vehicles, and robotic dogs in
swarms to track and destroy targets with minimal
human intervention. Humanoid combat robots,

which the CCP calls “supersoldiers,” are in their

32 Meredith Chen, “China’s growing civilian-defence Al ties will
challenge US, report says,” South China Morning Post, Septem-
ber 8, 2025, accessed at:
https://www.scmp.com/news/china/military/article/3324727/chi-
nas-growing-civilian-defence-ai-ties-will-challenge-us-report-
says

33 Phelim Kine, “Inside the Chinese Al threat to security,” Polit-
jco, October 6, 2025. https://www.politico.com/newsletters/digi-
tal-future-daily/2025/10/06/inside-the-chinese-ai-threat-to-
security-00594748

34 See Jacob Stokes, “Military Artificial Intelligence, the People’s
Liberation Army, and U.S,-China Strategic Competition,” Center
for a New American Strategy, February 1, 2024, accessed at:
https://www.cnas.org/publications/congressional-testimony/mili-
tary-artificial-intelligence-the-peoples-liberation-army-and-u-s-
china-strategic-competition
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early stages but are also designed to operate in

swarmis.

Reuters reviewed what it described as “hundreds
of research papers, patents and procurement rec-
ords” that give “a snapshot of the systematic effort
by Beijing to harness Al for military advantage”
The PLA is using DeepSeek Al to operate its au-
tonomous military combat vehicles. “DeepSeek’s
popularity with the PLA also reflects China’s pur-
suit of what Beijing calls ‘algorithmic sovereignty’
— reducing dependence on Western technology
while strengthening control over critical digital
infrastructure.”?> Among the many concerns is
how the PLA might exploit Americans’ use of
DeepSeek to train weapons to be used against
them.

The PLA is presently implementing Al-driven
systems to process sensor and satellite data into
real-time battlespace assessments and recommen-
dations to human commanders. While the US
presently has dominance of sensors in space, the
CCP, selling dual-use sensors embedded in civil-
ian electrical and electronic technology world-
wide, and connected to the Internet, potentially
has covered the entire planet with microphones,
cameras, and other sensors linked to CCP servers.

Billions of those sensors are embedded in personal
or household devices from smartphones and
doorbell cameras to kitchen appliances and auto-
mobiles. We do not know if the CCP has the abil-
ity to track them and trace them particular
individuals for targeting — but Al might help them
figure out how.

This brings us to a new kind of conflict for which
the US military is unprepared: CCP use of cyber

35 Eduardo Baptista and Fanny Potkin, “How China could use
DeepSeek and Al for an era of war,” Reuters, October 27, 2025,
accessed at: https://www.reuters.com/world/asia-pacific/robot-
dogs-ai-drone-swarms-how-china-could-use-deepseek-an-era-
war-2025-10-27/
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and swarming drone technology to wage unre-

stricted warfare inside the United States.

Two extremely resourceful Israeli operations
show that the technology is already deployable.
The first was Israel’s long-term op to build pagers
loaded with explosives, sell them to Hezbollah,
and get them distributed to Hezbollah command-
ers to eliminate the terrorists’ entire command
structure with a single message. The second was
a clandestine Israeli drone factory inside Iran to
build armed drones that Jerusalem would deploy
to wipe out designated Iranian nuclear- weapons
scientists, military and Revolutionary Guard of-
ficers, and senior officials.

Ukraine’s military innovations in 2025 delivered
more than 100 drones deep into Russia, con-
cealed in commercial cargo trucks, in a covert op-
eration to destroy Russian strategic bombers and
early warning planes at four major airbases. The
trucks passed lax border security posts, traveled
600 to 1,200 miles inland, and parked inconspic-
uously for days or weeks a few miles away from
their targets. The drivers apparently had no ink-
ling of their secret cargo.

Launched remotely from concealed panels, the
drones flew in swarms, first controlled remotely
by human operators, then piloted by Al to deliver
warheads of 5 to 10 kilograms each to their tar-
gets. They damaged or destroyed a third of Rus-
sia’s functional long-range military aviation
fleet.36

The targets spanned the length and breadth of
Russia: A nearby base in Ryazan, southeast of
Moscow; a base in the Arctic oceanside Mur-
mansk oblast, an eastern Siberia base near Irkutsk
by the frontier with Mongolia, and a base in the

36 Robert Lawless, “Operation Spider Web and Instrumentalizing
Civilian Objects,” Articles of War, Lieber Institute, West Point,
September 5, 2025, accessed at: https://lieber.west-
point.edu/operation-spider-web-instrumentalizing-civilian-ob-
jects/
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Amur oblast of the Russian Far East near the Chi-
nese border.

A similar operation would be easy for the CCP to
execute in the United States, with drivers poten-
tially drawn from illegal immigrants with com-
mercial operator licenses, and targeting and

delivery systems electronically turbocharged by
Al

Why would the CCP not build and deploy analo-
gous remote sensor-killer systems inside the
United States, powered by Al, to wipe out Amer-
ican military and civilian leaders at a critical mo-
ment? The US has almost zero defenses against
such a weapons system.

Political and geopolitical dominance: One
Belt, One Vote. CCP dominance in any one or
two of the above inevitably will result in political
dominance of countries and geopolitical domi-
nance worldwide. In concert with its domestic in-
frastructure-building five-year plans, the CCP
built a global, physical, mercantile infrastructure
called One Belt, One Road, later rebranded as
the less monopolistic-sounding Belt and Road In-
itiative. This initiative, though fraught with set-
backs and opposition, has succeeded in providing
the CCP with a global network dual-use airport,
seaport, and other logistical facilities; submarine
and terrestrial cables; 5G and other advanced
communications networks, data centers — under
the CCP’s own standards — and domination or
control among the elites on every populated con-

tinent.

Belt and Road is the route to global Al domi-
nance — from the extraction and refinement of
rare earth elements and energy resources to the
manufacturing and world standard-setting of Al-
driven technology at lightning speed.

37 President Donald J. Trump, “Removing Barriers to American
Leadership in Artificial Intelligence,” The White House, January
23, 2025. Accessed at:
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If anywhere near successful, GCP political influ-
ence (let alone dominance) of the elites of other
countries and the United States will ensure that
diplomatic, industrial, trade, commercial, secu-
rity, and military policies and decisions bend
more closely to Beijing’s will. The trend has been
underway for years, with wealth and opportunity
for all who will serve the Party’s interests. Left un-
checked, America’s time as the world’s great su-
perpower will be over.

TRUMP ADMINISTRATION REVIVES
AMERICAN LEADERSHIP

President Donald Trump arrived back in the
White House just in time to accelerate America’s
Al revolution and put a brake on the CCP’s well-
planned strategy.

In one of his first acts in his second term as presi-
dent, Donald Trump issued executive orders to
rescind disastrous Biden Al policies. The United
States, according to Trump’s prepared-in-ad-
vance roadmap, would maintain its Al domi-
nance permanently. Executive order 14179 not
only mandated supremacy over the Chinese re-
gime, but stated that US leadership requires “Al
systems that are free from ideological bias or en-
gineered social agendas.”37

Trump’s order revoked “certain existing Al poli-
cies and directives that act as barriers to Ameri-
can Al innovation, clearing the path for the
United States to act decisively to retain global
leadership in artificial intelligence,” specifically
revoking Biden’s Executive Order 14110. It di-
rected rapid development of an Artificial Intelli-
gence Action Plan within 180 days.

By July, 2025, the White House published its Al
Action Plan.38 It rests on three pillars —

https://www.whitehouse.gov/presidential-actions/2025/01/re-
moving-barriers-to-american-leadership-in-artificial-intelligence/
38 Executive Office of the President of the United States, “Win-
ning the Race: America’s Al Action Plan,” The White House, July
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innovation, infrastructure, and international di-
plomacy and security. Bureaucratic and legalistic
restraints hinder innovation. Building and main-
taining a “vast Al infrastructure” requires mas-
sive electric power generation that does not
presently exist. The plan says little about the CCP
or even China as the peer competitor, but its in-
ternational diplomacy and security pillar is the
obvious reference to the GCP.

The plan is a core of the administration’s agenda
for national revival, summed up in a set of princi-
ples that the White House says “cuts across each
of these three pillars.” First is the American work-
force and the opportunities Al provides to raise
everyone’s standard of living “by complementing
their work — not replacing it.” The second princi-
ple is that “our Al systems must be free from ide-
ological bias and be designed to pursue objective
truth rather than social engineering agendas
when users seek factual information or analysis.”

Al developers must earn the public trust. The
third principle is for the US and its allies to “pre-
vent our advanced technologies from being mis-
used or stolen by malicious actors as well as
monitor for emerging and unforeseen risks from
Al” a massive duty requiring “constant vigi-

lance.”39

For unchallenged world leadership in Al, Trump
White House plan calls for leading “the world in
creative and transformative application of these
systems.” It is the duty of the federal government
“to create the conditions where private-sector-led
innovation can flourish.” This includes removing
“bureaucratic red tape,” which Biden Executive
Order 14110, the report said, “foreshadowed an
onerous regulatory regime.” Bureaucracy at the
level of each of the 50 states, according to the re-
port, also “smothers” Al

2025. Accessed at: https://www.whitehouse.gov/wp-content/up-
loads/2025/07/Americas-Al-Action-Plan.pdf

39 Michael J. Kratsios, Assistant to the President for Science and
Technology; David O. Sacks, Special Advisory for Al and Crypto;
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The July 2025 AI Action Plan offered pages of ac-
tionable policy recommendations, all of which are
sound and realistic components of a coherent
strategy. Woven through the recommendations
was a thematic thread to ensure that American
open-source and open-weight Al models are
“founded on American values” to “become global
standards in some areas of business and in aca-
demic research worldwide.” If the US did not es-
tablish those standards, a peer competitor, left
unidentified, would do so. “For that reason,” the
action plan said, American values “also have ge-
ostrategic value.”

KEY CONSIDERATIONS

Before looking at recommendations, three big-
picture items bear careful consideration. The first
concerns the unprecedented amount of electric
power generation needed for immediate and per-
manent Al needs. The second concerns how to
use current laws to ensure Al advances while ad-
hering to existing fair-use standards. The third,
and far most challenging, is what to do about the
fact that the CCP has been robbing America
blind of its technological innovation, and that the
US has no standing strategic service to counter
and neutralize the CCP’s espionage onslaught.

Power Al and the nation. The Trump 2025
plan governs the federal level for Al and robustly
promotes the construction of high-capacity en-
ergy generation to meet the colossal needs to
power Al A typical commercial power plant in
the United States generates about 1 gigawatt of
power. Al data centers are being designed to con-
sume more than 10 gigawatts of power.

The plan will enable advanced nuclear reactors,
physically small in size yet the most powerful on
earth, using new technologies that, under the laws

and Marco A. Rubio, Assistant to the President for National Se-
curity Affairs, introduction to “Winning the Race: America’s Al Ac-
tion Plan,” Op cit.
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of physics, make meltdowns impossible. The CCP
already has those technologies, thanks to earlier
presidential decisions for the US Department of

Energy to give the advanced reactor designs to
China.

New technologies that the CCP does not have in-
clude advanced and environmentally safe means
of recycling nuclear waste to power the new small

modular and micro reactors.40

However, federal policies are only part of this
equation. The states generally govern electric
power generation and distribution. Here, too, the
problem is being solved. The state of New Hamp-
shire recently enacted a law to allow anybody to
build electric power generators, including nuclear
reactors, without being treated as public utilities.
This means that in the Granite State, an Al data
center can build its own nuclear reactor to meet

its own power needs.*!

An existing New Hampshire law allows any pri-
vate citizen producing renewable or green elec-
tric power, even from residential solar panels, to
sell that power to utility companies. The law is
not scaled for private owners of nuclear reactors,
but New Hampshire, the only nuclear-friendly
state in the northeast, is a welcoming environ-
ment for the law to be changed, and for Al data-
centers to sell their surplus power to provide
clean energy at lower costs to energy-starved
northern New England.

Ensure Al advances while adhering to ex-
isting fair-use standards. “In the past year
alone, at least three dozen lawsuits have been filed
against US Al developers, alleging that learning
from copyrighted content in training data is out-

right infringement. Some suits seek astronomical

40 Jim Vinoski, “Curio Aims to Solve the Nuclear Waste Problem —
and Profitably,” Forbes, February 28, 2025, accessed at:
https://www.forbes.com/sites/jimvinoski/2025/02/28/curio-
aims-to-solve-the-nuclear-waste-problemand-profitably/

41 Travis Fisher and Glen Lyons, “New Hampshire Sparks a Rev-
olution in Electricity Supply,” Wall Street Journal, September 26,
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damage or demand that Al models be deleted en-
tirely,” former national security advisor Robert
C. O’Brien noted in The National Interest.*2

Failure to rely on existing fair-use doctrines will
result in an endless series of lawsuits that, while
designed to extract rents from the Al industry,
also result in crippling delays to the detriment of
Al development.

O’Brien added,

If these plaintiffs prevail, every American Al lab
would face constant threats of multi-billion-dol-
lar liability, chilling investment, and driving our
best researchers overseas. For Beijing, this
would be a dream come true. While American
firms are paralyzed by litigation, Chinese Al
champions continue to train on whatever data
they choose. If China has free access to data
while American companies are denied it, the
race 1s effectively over.

CCP companies get their data in three principal

ways:

e Legally subscribing or using American and
other Western data, and competing on an
even playing field;

e Receiving privileged access of CCP govern-
ment data, which has the largest datasets on
individual human beings and, by sheer vol-
ume of the datasets, is a huge advantage in
training Al;

e Stealing data from the US government and
other governments, from private companies,

and from the individual owners of intellectual
property.

The Administration and Congress should adopt a
“light touch” approach to the regulation of Al to

2025, accessed at: https://www.wsj.com/opinion/new-hamp-
shire-sparks-a-revolution-in-electricity-supply-dab10a8d

42 Robert C. O'Brien, “America Must Win the Al Race Against
China,” 7he National Interest, July 2, 2025, accessed at:
https://nationalinterest.org/blog/techland/america-must-win-
the-ai-race-against-china

CENTER FOR SECURITY POLICY


https://www.forbes.com/sites/jimvinoski/2025/02/28/curio-aims-to-solve-the-nuclear-waste-problemand-profitably/
https://www.forbes.com/sites/jimvinoski/2025/02/28/curio-aims-to-solve-the-nuclear-waste-problemand-profitably/
https://www.wsj.com/opinion/new-hampshire-sparks-a-revolution-in-electricity-supply-dab10a8d
https://www.wsj.com/opinion/new-hampshire-sparks-a-revolution-in-electricity-supply-dab10a8d
https://nationalinterest.org/blog/techland/america-must-win-the-ai-race-against-china
https://nationalinterest.org/blog/techland/america-must-win-the-ai-race-against-china

encourage, not discourage, innovation. Existing
fair-use copyright standards are sufficient to pro-
tect intellectual property in the development of Al
training models and Al tool outputs.

With copyright infringement cases pending in nu-
merous jurisdictions, it is critical for the courts,
and ultimately the Supreme Court, to confirm
that training Al models is fair use and to reiterate
that fair-use standards are essential to both free-
dom of speech and technological innovation.

Fair use has been one of America’s leading strate-
gic advantages in establishing the country as the
global leader in technology and scientific discov-
ery. It has enabled the US to develop and deploy
transformative innovations that fundamentally
advanced the nation’s economic competitiveness
and national security. This American approach
contrasts with those of other countries whose
more restrictive approaches to copyright law have
slowed their ability to innovate.

Similar “light touch” rules of the road governing
search engines, music and video streaming, and
social media platforms were critical to the rise of
the Internet and the concomitant technological
innovation that has transformed lives for the bet-
ter. The strategic imperative for the US to main-
tain unrivaled leadership in the global Al race
with the CCP requires that Al progress must not
be stifled by regulatory overreach or hampered by
endless litigation, both of which would create in-

vestor uncertainty and slow innovation.

Congress and the courts need to do no more than
follow the Constitution’s mandate found in Arti-
cle I, Section 8, “to promote the progress of sci-
ence and useful arts, by securing for limited times

43 Alan Cunningham, “Counterintelligence for the 21st Century:
The Need for Integration,” War foom, Army War College, March
11, 2021, accessed at: https://warroom.armywarcollege.edu/ar-
ticles/ci-integration/; and Michelle Van Cleave, “Statement for
the Record, Senate Select Committee on Intelligence, Hearing on
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to authors and inventors the exclusive right to

their respective writings and discoveries.”

Current fair-use guidelines will be more than suf-

ficient to reward human creativity and invention.

Build a strategic counterintelligence men-
tality and capability. One would expect that
a wealthy and sophisticated country with assets of
geostrategic value would spare no expense to pro-
tect those priceless assets, knowing that certain
motivated foreign adversaries will stop at nothing
to steal them.

The reality is that the United States has not
placed due importance on strategically counter-
ing hostile foreign intelligence services that steal
American secrets. The American counterintelli-
gence system — its tools to detect, neutralize, and
counter hostile foreign intelligence collection and
operations against the United States — is an inco-
herent patchwork of various organizations.

The US has no single counterintelligence “com-
munity.” It does not approach counterintelli-
gence as a strategic issue. Its flawed approach, as
with the National Counterintelligence and Secu-
rity Center (NCSC) as a central coordinator,
merges counterintelligence with security and di-
lutes focus away from long-term strategic goals to
counter foreign espionage and other hostile intel-

ligence operations.*3

Despite the best efforts of counterintelligence pro-
fessionals, many of whom spend their lives dili-
gently combating foreign threats — including CCP
intelligence — they lack the structures, processes,
procedures, career lines, resources, and most of
all, guiding doctrine to do their jobs in a strategic
fashion.

Michelle Van Cleave, a long proponent of a
stand-alone strategic counterintelligence service

Protecting American Innovation: Industry, Academia and the Na-
tional Counterintelligence and Security Center, September 21,
2022, accessed at: https://www.intelligence.senate.qgov/wp-con-
tent/uploads/2024/08/sites-default-files-os-mvcleave-

092122.pdf
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and the first National Counterintelligence Execu-
tive, defines the issue thus: “The term ‘strategic
counterintelligence’ means the direction and inte-
gration of counterintelligence activities to disrupt
or compromise the ability of foreign intelligence
services to harm U.S. national security interests at
home or globally.”++

This means conducting offensive counterintelli-
gence operations to disrupt and defeat hostile ser-
vices on their own turf. Until the United States
has a strategic counterintelligence doctrine, de-
fined by statute, and a standing strategic counter-
intelligence service with an offensive capability, it
will have little hope of maintaining its Al lead
over Communist China.

Van Cleave’s proposals have directly informed
the Strategic Enhancement of Counterintelli-
gence and Unifying Reform Efforts (SECURE)
Act of 2025, presently before the House of Rep-

resentatives.4

POLICY RECOMMENDATIONS

This report concurs with recommendations and
approaches of the Trump Administration’s Amer-
wan AI Action Plan of 2025. That plan will benefit
from a strategic rounding out of policies beyond
the technology of Al itself. Suggested additions to
the strategy include:

e Accelerate competition among the 50
states rapidly to create more welcoming cli-
mates for Al industries and the energy gener-
ation systems that power them. Each state
can play a role as it chooses.

¢ Deregulate robotics. The United States
should be the primary producer of robotics,
with no dependence on the CCP in the sup-
ply chain.

44 Michelle Van Cleave, "Answers submitted in response to
questions for the record,” Senate Select Committee on Intelli-
gence, Open Hearing on Protecting American Innovation: Indus-
try, Academia, and the National Counterintelligence and Security
Center,” September 21, 2022, accessed at: https://www.intelli-
gence.senate.gov/wp-content/uploads/2024/08/sites-default-
files-documents-gfr-mvcleave-092122.pdf

45 Bill Gertz, “House Intel chair seeks to reform ‘disjointed’
counterspy system: Chinese espionage threat flashes ‘critical’
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¢ Ensure that Al models advance and
their outputs adhere to existing fair-
use standards. We must work with Con-
gress to ensure the rapid development of
American Al models while enforcing existing
fair-use copyright standards on Al outputs.
There is no need to delay things with years of
new legislation and litigation.

¢ Build a true, standing, strategic coun-
terintelligence capability. As we have
seen, an extremely well-considered, actiona-
ble model exists.#6 The counterintelligence
establishment generally hates it. This is a
plus, because the counterintelligence estab-
lishment has failed its strategic mission. If we
do not defend what we have by taking the
fight to the adversary as a strategic national
priority, the CCP will win.

e Treat CCP espionage as a form of war-
fare, not merely as a security problem
or crime. A doctrine to impose tough and
immediate punishments on GCP espionage
and theft through a combination of sanctions
on individuals (including Party officials at all
levels responsible for espionage and theft) and
companies, reparations, and harsh tariffs on
all CCP entities. A foundational plan on
which to build a doctrine already exists.’
The CCP uses large numbers of People’s Re-
public of China students in the United States
to commiit espionage on an industrial scale.

¢ Help the CCP to collapse under its own
weight. The CCP has shown it will stop at
nothing to gain total supremacy over the
United States. A world led by an Al-domi-
nant CCP would mark the end of western civ-
ilization. A world led by CCP Al would be
even worse. To ensure defeat of CCP Al it is
necessary to defeat the entire CCP. A new ex-
trusion and containment counterstrategy
against the CCP’s 2030 strategy for total

red lights to agencies,” Washington Times, September 17,
2025. Accessed at: https://intelligence.house.gov/news/docu-
mentsingle.aspx?DocumentlD=2618

46 See the strategic counterintelligence recommendations of
Michelle Van Cleave, above.

47 See Nick Eftimiades, (hinese Espionage: Operations and Tac-
tics, 2 edition (Shinobie, 2025). Accessed at:
https://www.shinobienterprises.com/product-page/chinese-espi-
onage-operations-and-tactics-second-edition
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defeat of the United States.*8 This means a
whole-of-society effort to take advantage of
the CCP’s internal vulnerabilities and contra-
dictions and help it collapse under its own
weight.

CONCLUSION

The race for Al dominance is complex, rapid,
and deep. We have laid out a superficial survey of
the general issues. In an ideal world, it would be
important, as Elon Musk proposed a few years
ago, to pause Al development to get a grip on the
gravity of what is being invented and what it
means for humanity.

However, the world is far from ideal, and the
CCP is the most devious and ruthless of rivals. No
pause is possible, given the CCP’s commitment to
Al dominance by 2030.

For Al, America has to build the proverbial air-
plane while flying it. This means embracing the
full Trump plan to remove as many government
and legal obstacles as possible to Al development
while defending ourselves and our technology al-
lies. Part of this means using only light-touch reg-
ulation and relying on current fair-use doctrine to
avoid the delay of needless litigation. If this is not
addressed now, Al development might well bog
down in permanent litigation — litigation which
no doubt would be exploited by CCP lawfare in
our courts.

The other necessary core part of AI dominance is
for the US to build a strategic counterintelligence
capability to protect its innovators, content crea-
tors, and the general public from the CCP’s re-
lentless intelligence and espionage threats. This
requires a stand-alone strategic counterintelli-
gence service that the US intelligence community
has been resisting since the 2001 terrorist attacks.

The CCP has well-defined grand strategies and
created the avenues to achieve them. It has an ex-
cellent track record of success. There is no reason
to doubt that the party’s commitment to Al dom-
inance is a way to keep itself in power and surpass
the United States.

Consequently, an American Al strategy must
contend with a permanently aggressive and sub-
versive CCP that will forever attack the United
States and its interests with permanent unre-
stricted warfare. That means the US will have to
demonstrate a commitment to keeping the CCP
off balance, exploiting its internal contradictions
and weaknesses, and stretching the CCP beyond
its means to become dominant. The US should
build and demonstrate a long-term commitment
to helping the CCP collapse under its own weight.

Thanks to the Trump plan, and the aggressive
and speedy implementation of it, America stands
an excellent chance of succeeding if it can un-
shackle Al advances from over-regulation, litiga-

tion, and lawfare, and go on the offensive against
the imperial CCP.

48 For original proposals, see Jacqueline Deal, “Competing
against Ourselves: How US Policy Strengthens China,” American
Affairs Journal Vol. VIII, No. 3, Fall 2024, accessed at:
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APPENDIX - CCP THREAT CASE STUDY

EXHIBIT A: THE CCP’S BRAINWAVE HEIST

How and why the CCP is harvesting human brainwave patterns to create
human-computer interfaces and train advanced Al robots

Al ROBOTICS

In robotics, the CCP surpassed the United States
in 2021, and Germany and Japan in 2023. Amer-
ica’s present domination of Al software is eclipsed
by China’s development of Al robots. There are
two main reasons for this: The CCP’s own Made
in China 2025 strategy, first implemented a dec-
ade ago, making robotics a crucial area of inter-
est; and the obsolete regulatory system of the
United States government.

China’s Al robots are described as very high qual-
ity and inexpensive relative to their competitors.
The CCP has already bought some competitors
and driven others under. It owns most of the com-
ponents of its growing Al robot production. The
US, in contrast, cannot produce its own without
suppliers in Europe, Japan, and China.

“The US has little in the way of a robotics ecosys-

tem,” Martin Casado and Anne Neuberger wrote
in the Wall Street Journal:

Our ‘permission first’ regulatory regime in
everything from drones to sidewalk delivery
robots creates obstacles for entrepreneurs.
Companies interested in robotics spend more
time with lawyers than engineers. Union
agreements limit adoption of automation.
America’s regulatory infrastructure hasn’t
been updated for competition with China.

49 Martin Casado and Anne Neuberger, “China Is Winning the

Race for Al Robots,” Wall Street Journal, October 1, 2025, ac-
cessed at: https://www.wsj.com/opinion/china-is-winning-the-
race-for-intelligent-robots-7b24 16fe?st=Gpp1q1
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The strategic implications are profound. As
Chinese companies push competitors out of
the market and benefit from the flywheel effect
of development — more robots mean more
training data, enabling wider deployment and
even more data — China’s head start threatens

to become insurmountable.4?

The Al robots under CCP production will replace
people in manufacturing, service industries, gov-
ernance, policing, and more. Humanoid robots
are in development to create armies of what the
CCP calls “supersoldiers.” Empowering and
training the supersoldiers to mimic but exceed in
all human physical capability requires vast
amounts of data directly from as many human
brains as possible — especially those of the highest
quality precision athletes.

WHY THE CCP IS HACKING HUMAN
BRAINS

The CCP is harvesting the brainwave data of
some of the world’s highest performing athletes,
from a Formula 1 driver to alpine skiers. At
home, the CCP’s brainwave data harvesting on
Chinese children has reached an industrial
scale.50

Concerns mount that the GCP is now harvesting
the brainwave data of unsuspecting Americans
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through wearable headband devices sold on Am-

azon.

Those devices are a primitive version of brain
computer interfaces, or BCI.

BCI is an emerging American invention to aid
people suffering from nerve damage and disor-
ders. With BCI, paralyzed people can control
prosthetics, smartphones, and personal comput-
ers with their minds. Doctors use BCI to treat
cognitive impairments to memory, learning, and
focus. BCI shows promise to treat depression, ep-
ilepsy, autism, schizophrenia, and Parkinson’s.

Elon Musk pioneered BCI development with his
company Neuralink to address the intercon-
nected challenges of the brain’s interfacing with

computers and of the dangerously rapid advances
of AL

Neuralink set out to accelerate medical treatment
for severe neurological conditions and help peo-
ple restore their autonomy. Musk also saw Neura-
link as a means for humans to keep up as Al out-
smarts them.

The CCP has more ominous motives. It sees itself
in a competition that rivals the Cold War arms
race or the race to the Moon.

By collecting human brainwave data, the CCP
has been innovating in mind-reading and thought
control to enforce obedience to the Party. It is in
the early stages of applying human brainwave
data to develop an army of “supersoldiers,” or hu-
manoid combat robots.
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Beijing has built this ability thanks to high-tech
research centers like Harvard and MIT.

“China is working on pairing this humanoid ro-
botics technology with ... BCL,” said Sam Kop-
pelman, publisher of Hunterbrook, a private
investigative research firm. Hunterbrook did a
six-month deep dive into BrainCo, a company
developed at Harvard, funded by a People’s Lib-
eration Army company, and moved to China.’!

Federal lawmakers asked the Justice Department
to “investigate and address potential national se-
curity risks posed by BrainCo,” House Energy
and Commerce Committee Chairman Brett
Guthrie announced last month.52

The action follows the Kentucky Republican’s
probe of the data practices of DeepSeek, the Al
company that the committee said has a “close re-
lationship with the Chinese Communist Party.”

“DeepSeek admits to sending Americans’ per-
sonal information to servers in China, where it is
undoubtedly accessed by officials connected to
the Chinese Communist Party,” Guthrie said in a
joint statement with Rep. Gus Bilirakis (R-FL),
chairman of an industrial and trade subcommit-
tee.>3

“China’s prioritizing what it calls cognitive war-
fare. Which 1s that this technology, as it develops,
is going to be able to do things like read your
brain,” Koppelman explained in a recent pod-
cast.>*

“They’re going to hack the human brain,” Kop-
pelman said. “That’s the idea.”
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BrainCo and DeepSeek are among the “Six Little BrainCo claims its data are secure, but Hunter-
Dragons” of CCP high tech, Hunterbrook re- brook found that American customer brainwave
ported. data are stored on servers in China. BrainCo’s
FocusCalm website features a popup “official
statement” to deny Hunterbrook’s findings.
BrainCo assures customers that its products are
not for military use. It says it reserves the right to
sue those who say otherwise.56

BrainCo reportedly harvests brainwave data
through wearable electronic headbands marketed
on Amazon. Its OxyZen headband is sold for
meditation and mindfulness. BrainCo says its Fo-
cusCalm electroencephalogram headband helps
customers “train your brain for better focus and a
calmer mind.”%

The BrainCo devices might be doing it the other
way around — capturing brainwave data to train
China’s planned army of supersoldiers.
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